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a y^LJOSB • 

J- 

l> ■ „ . 

In inviting me to address the staff and students” of the Senior School 

of the Marine Corps on the subject of "Communications Intelligence and 

Communication Security” I assume that the "objective is to make you aware of 

the roles that these two branches of the science of cryptology have played as 

vital military weapons in the past and may in the future again play. 

Soon after the close of World War II, service schools began to ask for 

lecturers to tell their student officers something about our cryptologic 

activities during the war. There was at first serious question as to the 

advisability of lifting the security veil sufficiently to permit discussion of 

the subject, but in time an affirmative decision was made. The official views 

of the Naval War College on the matter were stated in a letter dated 5 February 

1946, and because the letter admirably states those views I shall read two 
1 

paragraphs of it. In commenting upon the fine presentation made by a certain 

1 From the then President of the College, Admiral R. A. Spruance, to the Chief 
of Naval Communications, Admiral E. E. Stone. 

speaker, the letter said: 

Q-OOrt*- "His treatment of the subject matter emphasized the value of 

communication intelligence to naval commanders, the vital importance of 
maintaining the security of our own communication intelligence activities, 
and the necessity for observing the principles of communication security 
in defense against enemy communication intelligence. I consider that the 

x. 

value to be derived from the indoctrination of senior officers of the Navy 
in these principles far outweighs any possible loss of security resulting 
from a partial revelation of our activities in the past war, particularly 
in view of the disclosures which have been made in the press. 






The letter continues: 
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"It appears axiomatic that the full benefit of communication intelli- 
gence can he obtained only when all senior officers realize its 
potentialities for winning and losing battles and wars, and when their 
actions are tempered by complete knowledge of the elements of communication 
intelligence, rather than by incomplete and inaccurate information obtained 



through the channels of gossip." 



- i 






My^toMr bt! lllg'Tllfiaed into three periods ,- jE -wi ' U u -you -f irst soine-of 



3ri«arl background Of "Egyptology y Mext-wi, 



E-»i 4 d^giv<^-you^-ir^ 

• ud K- " . 

Z 1 come a presediati 



Station of -the basic 



reby Comnunicat^on Seeurihy,-or-'far -short, yCQMSEC, 



.will come presentation/of -the. basic 



Lnciples, procedure 



aery, and 



sreby 



Lcations 



I ] Intelligent^, or, for shogt^ COMINT ~ o ar.. ^British. tejfotLaolag^Lis 

II / t- "V / /' / 

j^obtainpSL, how ^t ma^-be.-propsrfl/ used' and safe guar ded7~aoSL its 'unrivalled 



it y . .a a ■ -a n . 1 naell i g en pon in the conduct of^fioaern't 7 §^arer_and ^finally 

On BaTTb* 

This being a TOP SECRET lecture ) I will begin by reading from a ffiSF SECRET 



source which you'll all recognize--TIME magazine, issue of 17 December 19^5. 

, . . ' v ' 

I will preface the reading by reminding you that by that date the war was all 

A 

over — or at least V-E and V-J days had been celebrated some months before. 

u. - 

Many of you no doubt remember the loud clamor on the part of certain v ocif e r ous 
members of Congress who had for years been insisting upon learning the reasons 

at (Icm-C Hoa&O’U . f 

why we had been caught by surprise^±»~euch--a disastrous, defeat -as the Japanese 



inf lit led' ttporT us av-Pearl . 'This clamor had to be met, for these Congressman 
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— > r H- r 

M ~ C 

, ’V -*-■ J i. 



contended that the truth could no longer be hushed up ©**«he±d Jaa*l& because of 

' <dHM AA a kid /) * i 



<3- fuedL , 

3rw>rK»-n»i> fihn mu', -wafl . ^ iA . 



an alleged continuing need for m ilitar y secrecy* heeause-^se'-waa. -was -over*, -v- - iA , 

A 

^*itere had been investigations --a half dozen or more of them--^ndto*n«w ■i»hefe"W8S 

jnV^ grand finale^Joint Congressional Inve s t igat ionTw hie & rrotr"onl , ,f * wc/ul^!* 1 ' 
ly^ML &Zatua^ fAuK$ljf&jL fiet^Kj^C j 

■■ i uc.iKfr A iyfr-.p_. -f-.ht> np^n ^o-u-o-r y -de i VI , 1 ..an d exhibit' UHeOVer«d-b0l 5jit(&«swn 



,:.ale o*4 ieo lose * to-» Anaer to thertrhOle''^'6r!ld 



^everything that had been said and shown at all f the previous Army and Navy 
investigations . 

/&a«- 

There came a day in the-Gongresslonal Hearings when the Chief of Staff of 



the U.S. Army at the time of the Pearl Harbor AttacH, 5-star General George C. 

^vvU 4^^^<>v^KUnii 

Mars h all, was called to the witness stand. He testified fmr A «everal-*long, -long Jj 

^**>*-*.6 'tachl&o&JL 

/lays . Toward the end of his ordeal -^p was questioned about a letter ■Srfe-had been- 



y Hirer od 



he’d written to Governor Dewey i n ■ t h e ■Au tumn of -19^V during the^aafc ^fSn, 



Presidential Campaign. General Marshall 



pleaded long and most 



earnestly with the Committee not to force him to disclose the letter or its ; 

/ 4 

dtiSJt cu> 

-contents, becaxise^«8 / necessity for continued secrecy about code matters* "But 5&-a 
no avail. He had to bow to the will of the majority of the Committee. I 
now read^jov*v l't v V6 * 

(Qwcota. "u.S . citizens discovered last week that perhaps their most potent 
secret weapon of World War II was not radar, not the VT fuse, not the 
atom bomb, but a harmless little machine which cryptographers pains- 
takingly constructed in a hidden roomjat Fort Washington. With this 
machine, built after years of trial and error, of inference and deduction, 
cryptographers had duplicated the decoding devices used in Tokyo. Testimony 



ii!L ^ ir^is 
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before the Pearl Harbor Committee had already shown that the machine 
known as ’Magic* was in use long before December 7* 19^1> had given ample 
warning of the Japs' sneak attack if only U.S. brass hats had been smart 
enough to realize it ^10 )j . Now General Marshall continued 

the story of 'Magic's' magic. It had: 

1. "Enabled a relatively small U.S. force to intercept a Jap 
invasion fleet, win a decisive victory in the Battle of the Coral Sea, 
thus saving Australia and New Zealand. 

t* - 

2. "Given the U.S. full advance information on the size of the Jap 

i 

TT 

forces advancing on Midway, enabled the Navy to concentrate ships which 

^ L - ..a" 

otherwise might have been 3*000 miles away, thus set up an ambush which 

- - - - - - j : 

proved to be the turning-point victory of the Pacific; war. 

3* "Directed U.S. submarines unerringly to the sea lanes where Japanese 
convoys would be passing. 

k. "By decoding messages from Japan's Ambassador Oshima in Berlin, 

often reporting interviews with Hitler, it had given our forces invaluable 

^ ' 

t ! • 

information on German war plans . " » ‘ ■ •* ■ * 

WME goes .on to-^give more details, of t hat -story, io -which we~shall^retum . 

It is hardly necessary to tell you how carefully Magic was guarded before, 
during, and after the war. It is still very carefully guarded. Even the fact 



of its existence was known to only a very few persons at the time of Pearl 



Ov-v\dl~1^.cCfc 



Harbor — tfeertr is an important element in any attempt to explain why we were 



caught by surprise. 



Tfj i fir l iaa yG , rrmng ^ ti oa with this g&ase Of-the a tcyrv nf >t^rinc 

. j- v * 

If -«-t "So priceless a possession was Magic that the U.S. high command 
lived in constant fear that the Japs would discover the secret, chang e 
their code machinery, (and) force U.S. cryptographers to start all over again.” 



fej.iga vsti- J '^Umiaa 



6 



Now I don't want to aae»' to over -emphasize the importance of COMINT in the 

06 cU>u1*4. idtr^L. jr 3 4o MJI&, 

Pearl Harbor «PJ?«± g- hut -^I-aust - aa*r farir i to tell you*i|hat General Chamberlin, 



^QstJtA^dL 



*■ s" dhvvfc/k , Qu/^ttu 



•who was MacArthur's G-3 throughout the war in the Pacific, has written: "The 

A A. 

i , s 

information G-2 gave G-3 in the Pacific Theater alone* saved us many thousands 

: - ■* - ; * • ' ? 

of lives and shortened the war by no less than two years." ^We can't put a 

a 

dollar-and-cents value onjwhat our possession of COMINT meant In the way of 



saving lives; but we can make a dollar-and-cents estimate of what COMINT meant 

A /T&LKgSi/ ^.a&iJuJtatUrx. >tA''jHu£k jiacR d^Mie-iy 
by shortening the war by two years, jj -wa d e a- ca lcu lation ouad f q ua d -that $1.00 






spent- for COMINT ig worth $1,000 spent for other military activities. 



In short, when our commanders had COMINT in World War II they were able to 
put what small forces they had at the right place^ at the right time. But when 
they didn't have it — and this happened, too, — their forces often took a beating. 



I hope I've not tried your patience by such a lengthy preface to the 

yurdti. au ax- 

's go1r a o wft " ‘ferO' bi ' i as ' 5 ~ ta e k ' B - r -«Qd ; ~gtgG^- a bit 



real substance of my talk, so let's g® 

A 



of-bietoryrtsr' always useful -in intrcducing -a -subject ' belong!: 




special 



and -not-jiO-.wel-1-knowH 'field I iljj-b eginrby^giving -you- some - historical information 



about cryptology, which comprises two related science^ namely cryptography. 



and cryptanalysis. They are but opposite faces of the same very valuable coinj 






progress in one inevitably leads to progress in the other. 



If * ,i time , "p e i , i a i tted- we could go far back into history to see the earliest 

•0 

beginnings of secret communications and this might take us to the very dawn of 
the art of writing because there is room to wonder which came first, ordinary. 



- 5 - 
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intelligible writing or unintelligible, ^secret writing. Instances of cipher 

s ' OA /Jktrvtt < ■T'.. ' ■ _ 

( s \) are found in ^ he Bible* ° j r ^ 1T:tL TJQ ‘" Tnug ~ h paas.-.jover tfee-vfcrstory of "the 

^ Wvu,« 1 A- ' 1 t » 

e e tf^y ^a yfr-ofe - tthr v -ttegfeica* -^gho rew^la , -fecraevac* 

AvvJL 'fyjtsuuik ^S<va^ 'Hlafc 

^i^taaMfcjjh4aja. is worthy of special notice, the scytale < w h £ ob - 

^ $T 

the earliest cipher device history records » and ' wfai a h^ was used by the ancient 

N 

(2) haegflaiacnlaaar: <-»■< Greeks for military secrecy. They had a wooden cylinder of 

specific dimensions, around which they wrapped spirally a piece of parchment; 
they then wrote the message across the edges of the parchment, unwound it, and 
sent it to its destination by courier, where the recipient would wind the 



parchment around an identically-dimensioned cylinder, and thus bring together 
properly the bits of letters representing the message. ^And,' by—fclie v&Y, "the 



baton which the European field marshal still carries as one of the insignia of 



his high office derives from this very instrument. 



It is well known that Julius Caesar vised cryptography — a very simple 



method — because all he did was to replace each letter by the one that was 



fourth from it in the alphabet. 

*C v&l 

The beginnings of modern cryptology can be traced back to the days of 

. A 

m r - 

the princes and chanceries of the Papal states, beginning even before the year 

(k.10) 1300. ^ urihfMr aa a ct an alphabet of that period* ft is interesting because it 

a^n-g-Q-^ mXlKCu 

shows that even in those early days t h ey- a l3 rc a dy~hadr a recognition of the basic 



weakness of what we call single or monoalphabet ic substitution. Solution of this 
type of cipher, as you all know, is accomplished by taking advantage of the fact 



Vr"*""^ ’ ' - • : 

,'isassj n 




that the letter o r . the alpimhet -te languages' are used with greatly differing 
(±10) frequencies. This slide shows that the early Italian cryptographers understood 

this fact and introduced stumbling blocks to solution by having the high-frequency 
letters represented by more .than a single character. I will add that the earliest 



tract that the world possesses on the subject of 




or -for that-Tnattes, 



evy$fcamlys±ai, is that wfal e h < wa s written in lVfa by a Neapolitan, ■■ whose name 
wee- Sicco Simonetta. He sets forth the principles and methods of solving c . 
ciphers in a very clear and concise form. The first be olmog extensive treatise 
on cryptography is that by a German abbot named Trithemius, who wrote his 
monumental work in 1531- He planned to write four volumes, but he quit with 



the third because he wrote so obscurely and made such fantastic claims that he 

charged with being in league with the Devil. ^ They burned his books , {3 
(151) -ya fcter o f This may be a good place to present a slide which shows that 






the necessity for secrecy in g 



was recognized from the very earliest 
days of °»ypt ol ogy- Wjl v**-* uun, Jxfy* Am-A QA&» 

(5) The next slide I show is a picture of what cryptographers usually call the 

$ 

^U-vAaox-vVi^' a C OmJ&G. 3^/bc^M^x/ta 'Urvvv>Jc i/ »AW4 

enere Square^ of V^gcn eg g ^ngfalfe^ a set of twenty-six alphabets successively 



Vigene 



OthSL. 



displaced one letter per rowj with the plain-text letters^at the top^ of the 

square, the key-letters at the side, and the cipher letters inside. The method 

Cd&2\, 

of using the table is to agree upon a key word, which causes the ^equivalents of 
the plain-text letters to change according to the row designated by the key 



letters. 




’■professional cryptologist 



l ye a use-a l though fie^is commonly credited with having invented thnfr-o qmj^-he^ 
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really didn’t and, what’s more, never said he did. uwecJSX wuU*X 

ojL&a 

The next cryptographer I wish to mention is^a Frenchman, Francois Vieta, 

u-nou6y 

an eminent mathematician, founder of modern algebra. In 1589. he-*feeeame CounceUpr 

^ 'k 

of Parliament at Tours and then Privy Counsellor^ Whilo- ^a-that job he solved a 

Spanish cipher system using more than 500 characters, so that all the Spanish 

UJKav^ 

dispatches falling into French hands were easily read. ^Phillip II of Spain^ 

vy «o convinced of the safety of his cipher^ that ' wheg -fae learned that the French 

were aware of the contents of his . l e t t e rs to the Netherlands, he complained to 

A 

(5-2) the . topi c that the French were using sorcery against him. Here’s a slide that 
shows one of the hundreds of ciphers the Court of Spain was then using. Vieta 
was called on the carpet and made to explain how he’d solved the ciphers. 

TtalLtMX. vT <n. wit, 

I want to jump now to the period of the American Revolution* -tn U.S-r-history. 

•Jfc J&H- 

•feie <j&%fc&ts h systems used by the Americans and by the British y , ao- • ^r el l-- j as ^‘tfae~ Tro de 
nyotein*, were almost identical! In one case, in fact, they used the same dictionary 
as a code book!. 



For additional security conventional words were used to represent the names 

• 1 1 

)4VMt oJuu <UniU. wa-wwtp 

of persons and places. The -Brit ie fe - us ed-tBe . followi ng «eo da name a ;• 



American Generals - Names of the Apostles: Washington - James 

Sullivan - Matthew 
etc. 

Names of Cities - Philadelphia - Jerusalem 

Detroit - Alexandria 



. - Delaware - Red Sea 
Susquehanna - Jordan 

ians - Pharisees 
gress- Synagogue 



- 8 - 






7r 

\ijtaa ■ 



Names of Bays 
& Rivers 






S^£3a ' < %33S^ S r •■»« B 

There was an American who seems to have "been the Revolution’s one-man NS A, 



for he was the cipher expert to Congress, and, it is claimed, he managed to 

»' - - 

• • - fc 1 

decipher nearly all, if not all, of the British code messages intercepted by 

the Americans. Of course, the only way in which enemy messages could be obtained 

f 

-> } - ’ — i V - 

in those days was to seize couriers k no ck them ■ and take the messages 

from them. Rough stuff compared to getting the material by radio intercept. 

(6.31) The next ^aaart shows a picture of a code or "syllabary", as we call it, used 

» 

by Thomas Jefferson. This syllabary is constructed on the so-called two-part 

principle. Thi s- A o. a— port i o n -. ofthe- decodings- sect ion- You will note that the 

numerical groups are^in consecutive order^ b ut - th e dJ ^ -m e emtng o. ar»-4n~«o 

a^hnbe # i eal- u r d r ^^ , which means that you have to have ^ aotHoav section, 

aotfcfl. Ck\Z_ w^> t ru*-vv\igA*c 1 «jX 

(pi frhe -.aa c o d4ng^ «e ctr ±o i% in which the w w n d o 1 a r e ■ i n-^alpl wbet * cal ~ ord sr v and - thoM ? 

« a A 



■mt 



val e nt a ? e 



■eq uival e nt^ a r e in random order. This sort of system^even today^ is in extensive 
use^ -Jefferson was -an- all-round -genius, and ~I shall have something-to sajratoout 

N. 

hl.ro-and cr-ypt'ogrKphy’-’snilttle blir'iater. 

^ aJLfi. Jlo 

I*igrsta se you've, learned as school children aM about Benedict Arnold .when 
* A A 

he was tbe Commanding General ofr the ft u i a a w ^ aas. Fo r & e o at West Point; but you 
probably don't know that p aa ct io ally -a 3A his exchanges of communications with Sir 
Henry Clinton, Commander of the British Forces in America, were in cipher, or in 



invisible inks. Here's an interesting slide showing one of Arnold's cipher 



K 7 Wue. 

v . y messages* in which he offers to give up West 



K 



-9- 



-jfCTii r jMm 

itv r 3 



4 



rr r . 



Point for 4.20,000. Here's another one in which he gave the British information 






which might have led to the capture of fearf 



General 



Washington— hut Washington was too smart to he ambushed— he went by a route 



other than the one he said he'd take. 



I think you'll be interested to hear a bit more about that one-man NSA 
I mentioned a couple of moments ago. His name was James Lovell* and besides 

K«. 

being a self -trained cryptologist igR was also a member of the Continental 
Congress. There's on record a very interesting letter which he wrote to 

tjb ia 1 

General Nathaniel Greene, with a copy to General Washington. -Is. 

Philadelphia, Sejpt . 21, 1780 



You once sent some papers to Congress which no one about you could 

decipher . Should such be the case with some you have lately forwarded ^ 

I presume that the result of my pains, herewith sent, will be useful to 

you. I took the papers out of Congress, and I do not think it necessary 

to let it be known here' what my success has been in the attempt. For it 

appears to me that the Enemy make only such changes in their Cypher when 

• • • 

they meet with misfortune, 



j— and therefore if no talk of Discovery is made by me here 
or by your Family you may be in chance to draw Benefit this campaign from 



my last Night's watching. 

I am Sir with much respect. 



Your Friend, 



JAMES LOVELL 



t e llin g you acWSUt- LovSll -I - Should add te^my account of -that interesting 



er a - In . cry ptolog in history an episode ’’TTearned -about 'only recently,,, When ,a„ 

1 

A - **- w - . i 

certaA&-*easage-i^.1J]^revjQljrfcionistS'rcame into Clinton's possession he sent- 
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I f % 



i tV off post haste to London for solution. B i rt h ■ Of course, Clinton knew it 






> -• - • 

••• % 



was goxx 



-'to take a lot\of time for the message to get to London, he solved 

. \ / ■ - / 

/ \ x / 

e^^returnedN^Amer ica- -^ahd jie couldn’t afford to wait^hat long. Now it 



/ : 

uCl J — 4 



\ 



V . 



/ 



e 



happened that in his command there' ^ere a couple o^- officers who fancied them- 



' s^ves cryptologists am^hey undertook .to salve the message, a copy of which 

i"& wJw "to 

had^^e^n made before sending\he original of*f . to London. Well, they gave^Sir 

Henry the ir-rnsLution ^and-he acted upon it , J£he~operat taa^turned out to be_a V 
J A ✓ \ ' x y 



di sma l- -Pa i lnre, .hoc ause-t fe- s o lu ttorrei 





yns -all wroag* —She 

V 

\ 



record doesn’t sav, -what Clinton did to the two ^amateur cryptologists when the 



correct solution arrived from London weeks later. 



•ted .in Learning that- the British have operated * cryptanalytic. -bureau 





.yy -you may be 



4 hi m I il(»P~TTty-^pgr'^l- c ikfl T sq-yf fra; ^ few.^rear&.about . 185 # 'to 191 ^ 



i>&JL 



OmA. 



There ’ s 



an episode I learned about only very recently, which is so 
f\ K 



amusing I e«|^rt to share it with you. It seems that a certain British secret 

toi*. 

agent in America was sent, a acrea ge- in plain English^ giving him^instructions . 
But the poor fellow was illiterate and had to call upon the good offices of a 

N. 

friend to read it to him. What he didn't know, however, was that his friend 

Q-uryU 

was one of General Washington 's^secret agents! 



If\interest in crypt ologyj^n America wasn't very great ^if it existed at 



was ''not the case 'in Europe. 





on the subject 



of the frontispiece to aNbook in 



French published in. 1790 , 



with espionage and counter-espionage; it has 



^jy'section dealing withN^r^ptology. 






they used with this oyatam an* device: COMPLETE VICTORY was the first; p/ts 



COME RETRIBUTION, the sec o nd. . 

Here is a piatwe of ^at- message-, -*"authentie -without- quest 1 on , — which -was 

fv. 



sent "by President Lincoln to General Burnside, ±t-i 



\C VU>^ma ^Ojt!U\ $Lo 

!✓* 



-ft -re: 

K — • 



wayy-' Off - course T** makes no sense; hut if you read, it backwards it makes 
excellent sense: ”If I should be in a boat off Aquia Creek at dark tomorrow, 

Wednesday evening, could you without inconvenience meet me and pass an hour or 
two with me? (Signed) A. Lincoln." I think the President was kidding a bit. 



but he may have lacked confidence in the official cryptosystems in the same 

cW>vwacl. r i. “ , v. ’ r ■_ 

way that^President Wilson lacked confidence in phe codes of the State Depart- 




J_ ment , . -ae-eas- bo - & o e n *- i o - th e ^g lides which I dWBho wv 



This is a photograph of a page or two from the code book and cipher system 



used by the Federal Army. They had what we call "route ciphers", that is, they 
used a mat rax w£ 4 »fa indications of the route to be followed in inscribing and 



transcribing the words of the message. Here's how you write the message in: 
the first word, second, third, fourth, fifth, sixth and so forth; then you 
take them out according to another route. And here the thing is complicated 



by the use of arbitrary equivalents for the names of important people. 
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"President of the U.S." is represented hy "Adam" or "Asia". It had two 
equivalents, you see. Here are some of the names of famous or well-known 
officers of that period. I have with me today the complete set of cipher 
books used by the Federal Army during that period. The next slide is a picture 
of a message sent to General Grant in one of those route ciphers. I shall 
not take time to read it. 

After the Civil War e r ■■W e ar Between - jjfaer^-atea^ the use of cryptography 
in United States military affairs went into a decline, because there was a 
long period of peace, broken only briefly by the Spanish-American War. In 1885 
the War Department published a code called "Code to Insure Secrecy of Telegrams". 



It is a cryptographic curiosity -and- no-teibute teethe Imagination-^ the officer 

d ' " . 

» / • 

who was responsible for its production^*eewsseH» copied almost word for word 

at 

ft - _ 

the title page, the instructions for use, and the arrangement of contents from 
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a commercial code, ar-pieture- of -which- I-show-in-Ahi^ slide in which pages of 
both codes are placed side by side for your inspection. But good old Lieut. 
Colonel Gregory did have a little spark of imagination. See what he changed 
(here point out the minor differences). ( S a fe b e-lieve^it or .not ^his was the 






code that Army used during the Spanish-Amer ican War and in the copy 1m 
i^oolleeti-QO, on the inside of the front cover, ’ there - - a ppear s the additive 



that was used: 777. I' hava^Wflst^opy among- mytOthibita- here:’ 



i - 1 r — » 

1!ko±<u was 1 llL l ble l > anu >i fur 1 ' uouad cryptosysteme-t^en because -rad io_was ^ust- in 



i«hs infancy dm 1 i Mg ^thht- way~aKQ there wasn't much danger -from iSt'erwS’ptlanvof 



mes sag es’*. 

i ’ - Ced e -in thyQpaH l eh Am erica n waf~^lf t hsr elV time.V 

In 1899 the Chief Signal Officer undertook the preparation of a suitable 

fa-fit 

code. Economy was stressed — the Chief Signal Officer personally did all the 

A 

work — and in 1902 the "Cipher of the War Department" was published by the 

Adjutant General. In 1906 a revision of that book was published, and in 1915 

a completely new code, the War Department Telegraph Code, was published. But, 

. printer 

believe it or not, that code was printed by a commercial 1— e in Cleveland! 

At least that is what my predecessor in the Office of the Chief Signal Officer 
told me when I took over from him January ~l921 t after my World War I service. 



J'ii-T-iunnu»t 

» 

3)fcWU«^ 



•Wj^en World War I a— a in August cryptology entered upon a new and 



rapid expansion in invention and development, ^aseU-we .must -now. turn our attention 



to-^the- principal events in that expansion and development. With Hertz's 
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*£= , f. Hun a 

V^UUa«a« B 



fit-, then Captain Parker Hitt* swd==fcfa&4Aile pttge-'crf^nr' small brochure- by^be-then 

™ ^v4 jUO»t-6 j A 

\/\\\-' fcjgM-tfafc, .^^^---Maxtborgne . But thes^-were almost^ private venture^* Officially, 

as regards cryptographic preparations, no new codes were in preparation in 

* 

_ fc - - 

either Service j no new ciphers were being dreamed up; no cipher devices or 






cipher machines were being investigated tor invented. As for cryptanalytic 
operations — well, there just were none whatever in either Service, and, for that 

At 

matter, in the whole government. At private research institution near Chicago, 

A 

the ftiverbank Laboratories, of which I happened to be a member, working in a 

0"j^ u>C- ^jQ ciu, 

totally different field of science, ^began studying cryptology and soon 

A 

memboro of- . t h o ■■ st a ff wage working on messages which were fvs^ieheeb us by various 

government departments and agencies in Washington. Most of these were solved 

and returned to Washington, and *ir staff became more and more adept. But, 

mind you, this was not even a quasi -governmental agency* Tt was operated as a 

patriotic gesture and at his own expense by the man who, in 1915-16, as an 

astute and wealthy business-man, Colonel* George Fabyan, foresaw the inevitable 

/Sow- jl&afr U.S. 

entry of the U.S. into the war, ^wholly unprepared for any cryptologic work. 

The Colonel was right* tger On 6 April 1917 the U.S., almost suddenly it seemed, 
declared war on Germany. How did this come about? It came about when it did 
as a result of a nice piece of cryptanalytic work by British cryptanalytic 
experts in London on a message now yor Id -famous as the Zimmermann Telegram. 

The message t came from the German Foreign Minister in Berlinj^Artfaur 

-> urft-o _ 

S»iM«erinamjj to the German Ambassador in Wnnhlngtnri j ^flnri n t rnn nnmn fc r w p fffj it wi n 
then sent on t9 the German Minister in Mexico. City. Here's the message in the 



f~* 35 6 

£sL*jUBB fi . fit g 

“2 - i, L / ~ . i ^ %i( \t t-L ~V ti j* 

form in which it was transmitted to Mexico. I won't- go into the story about how 

f ct frfc tft*' * Aa r* 

/ the British solved itj /goy ■ th ie^waa - dramatic and complex, because -it-lnvolVfed ' 






V— * Ufppjjf# } 



~~ feJb f 



*■'■" /- — 1 ~ — » .i_i. _ , 

+->lfl T-f»r»'nn.gt.r’n^tinn of two -rather large cod es . ^ J ^ h e - saluti ra n -re p ares eateeh-a ' 



- i 

■> -* 1 i 



f j= r s t-ol a gg - . piaff e of— work . BwU i-A o. 




__ XX. ' ]-1 1 

orde about -the .political V 



nf f erirff ‘gf-ttw-irrl vt ion j— iry? f'wout Brit-i fsb cleverness iir^Jriasr "hand ling e# 1 the 

' J V. W^’ • ■ —ex*-*--* Lx^. ^ ^ .ij 

Y jaa d ee-a- go e d • il lustgatiew- 'e# ■ h cw ,, - a statey^iplomatically y ..they, are-. 

b' ^ 1^* >^L, * , . . r s ’ * _ t -' — ■*" •*■» -— 

lyeaidy- ^<L geaiilted-.^Q i --bringing w iaa^iate the war^-on-their^Tde. 
trass lartion -of -the Si'-T-s _ ~Hi s m*a‘ ‘ imp' Qrta3 , it • becauae^Jae mrrmagr nqlfl 







the Germans were going to resume unrestricted submarine warfare and 




part. 



here, dealing with a proposal to be made to Mexico, was the straw that broke the 

camel's back. People in the^Middle West had been very lukewarm toward the idea 

&- HttXK. UHVfc 

of our getting into the War— on either side— j^ut when the Germans began talking 
about returning Texas, New Mexico and Arizona to Mexico, that was something else 



again. So, we got into the war within a couple of weeks after the British gave 

i^R. ~^Z. I^ww«rvgp>b- VVg <X 

us^and we had established the authenticity, of -th e ■ tra nsIatiun ~ of * , ' TO g^i5ffia6rmann 

Setegrw®. A year or so ago the telegram and^episode was the subject of one of 
'VWjBot w- 

the ow i wgnBg Walter Cronkhite's "You Are There" television programs. And a book 



of almost 250 pages, dealing only with that telegram and episode, was published 

<V wa. B-uA. ^xxc$' tK ^xJ”’ Yi\OxC\^n bu. f 

e- ix* w ee k s - a go.. . ■ br ought -a-.-coroy *ith=jae. ^ v 



just about 



Well, ftfl 1 I -oaid -' a^ f ew -minutes ago, on 6 April 1917 we were in the war as 

oJSi Onrts^)ft& U . 5>, ; 

belligerents and things began popping^-eepeeiallyxia my own little world at 



River bank Laboratories. We began training more people and doing more solution 

A&UkJl Vi\*vvm 

work- -all paid for by Colonel Fabyan. We had messages ttr- aol vc that dealt with 

A 
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ew^neighbor on our southern border^ as well as messages that dealt with the 
activities of enemy agents. 

\ 

There was one rather interesting case, in which I happened to play a 




minor role. In the Germans financed a large number of Hindus inn frfaglr 

to stir up a rebellion in India, the idea being to cause so much 



trouble 



that the British would be forced to withdraw troops from the 

to 



Western Front to quell disturbances in India . These Hindus were, neg o ti ating 
j&aa*-*fehe purchase *P arms and ammunition in the United States, with the idea of 
sending them over to India. Since the U.S. was neutral, it was against our own 



laws to permit suet undertakings, aga-kiu li a friendly “nation 



. Solb? 






ie business, had 



to be conducted secretly^and that is how cryptograms entered into the picture 
Here is one page of a long letter that was intercepted 






between the top Hindu agent in the United States and his chief in Switzerland. 

The letter consisted of groups of figures, in which were interspersed some plain- 
text words. We recognized pretty quickly that the letters of the secret text bad 
been replaced by numbers which indicated specific letters in some ordinary book 

j&ctr 

wl^Le fa could be carried by an agent without arousing suspicion. Each group of 
numbers represented the page number, the line number , and the position number in 

i *■ f "■ .• 

i 

the line of that key book. All we needed was the book, but unfortunately the 
Hindu failed to tell in his letter was the book was, so we had to go ahead and 
try to solve the message without it. It was solved, but there isn’t time to 
tell you how it was done except to say that by working back and forth between the 
message and the hypothetical keybook, building up the various words on various 
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pages of the hook, then building up the words of the message — one helped the 
other — I finally got certain clues as to the sort of book involved — that it 
was a book dealing with the history of German political philosophy, economy. 



or history. I hunted and hunted 



for that book, /'. finally found it. 



all right. It was Price Collier's Germany and the Germans . This message 

I 

figured in a long-drawn out trial in San Francisco, where there were about a 



hundred 



Hindus on trial simultaneously. 



They were searched 



every day before they came into court, but one day, the day after I testified, 

i 

one Hindu managed to secrete a gun in his clothes and in the midst of the court 
a 

proceedings shot Jte Hindu who had turned State's evidence, whereupon the 
United States marshall, a great big fellow, six feet four, standing in the 



back of the court, drew his weapon and shot the first Hindu dead. They were 

ti-vu w 

both dead right there, within J^O’-or-three seconds. ' o -i ^shc way phat 



trial ended up/” rather dramatically* I'd say. 



To go back to the work at the River bank Laboratories, 

***«■— a the Adjutant General began sending us officers for training. 



Here's a picture of one class, the biggest and the last one I directed berore 

“to 

being commissioned and going directly to France, for service at GHQ,. working. 

A 

That picture spells out a message in cipher: KNOWLEDGE IS POWER, 

on German codes and ciphers And now for a quick-look at the sort of thing s 



I found at GHQ when I got there and was assigned to work. 

Let's first take a look at and— rHg-rn sfi ■■ t h n ^■ufie--eT r fl i , nbr-r Kvn t nn n bv th n O 






:e 



tc rirode g ami mU0 . V ByrfcenB T * w faieli earns eea - a lu t er dtfel < 

^ A *^&Uv 

of the cipher system used <r misused hy the Russians. 



Here*s a picture 



VJt^E based upon the old Vigenere principle, using numbers instead of letters. <£*> 



Russian ineptitude 



AavuSt 



in^camnunications , a ad —pan in i lly in nry p t s g yag hy , cost them dearly^ b asa a ae e tf 

, - ' 4 -i V> — . - • j, ■' ; . , ' '• 

-ptfthey lost the Battle of Tannenber g ^ ir hie y greatly contributed to their being 

knocked out of the war. The next slide jus a pi ct ure o f a tactical cipher system 



knocked out of the war. The next slide 



used by the French. It was a transposition system, the columns being here 
transcribed according to the columnar key; in addition, certain disturbing 
elements came into the method by taking off the letters in diagonals. And here 
\3 is a picture of the system used by the Italian Army in World War I. Again, it 

N. 

Is only a variation of the old Vigenere system. Here is a system used by the 
Germans^ beginning in the latter part of 1917. It was invented by them, or, I 
should say, they Invented a clever combination of two methods. We called it the 



ADFGVX cipher because the cipher text consisted exclusively of those letters. An 
x5* / iit££e'v&K w**3Xh**, ST-^qj & 



alphabet 



according to some pre-arranged plan, with the coordinates 



ADFGVX; the letters of the message were replaced by pairs of coordinates^ for 
example, the letter R is represented by AG, and so forth. The whole message is 
written out in the letters ADFGVX in a transposition diagram at the top of which 
is a key, developed from a key word; the letters are then taken out of the diagram 



g* psra”* r. -T- ny 

- V v..-t j \_ _ ^ t 




in columnar fashion, according to the key order . That system was a brand new 



thing in military cryptography and caused no end of headaches for the Allied 
cryptanalysts until it was discovered just how a solution could be achieved. The 
solution was not a general one but depended upon special cases; however, these 
happened so often that we could bank on them occurring practically every day. The 



ADFGVX system was used by the German high command and it wasn't long before it 
was discovered that if you made a study of iues the number and direction of ADFGVX 



VS* 



messages you could infer certain things about the tactical situation and, more 
important, you could, with some degree of assurance, predict what might happen 
in three or four days at a certain sector of the front. Here is an ev ampi p . of a 



chart based upon the ADFGVX intercepts. This, gentlemen. the first illustration 
in history of one of the basic principles of what we call traffic 
\ 4» 1 analysis and traffic intelligence. (Explain chart.) The next slide gives a 

picture of the sort of "Bulletins", as we called them, that we put out when the 



ADFGVX messages were read. 



Far tactical messages the British and Americans ■ -War~3 r “us e d- - a 

xxQm> «*# ST -^2 S' fa 

method known as the Playfair Cipher^ .ai.i ageri i y i nvanteA ,*>y .Jjwi Playfair, but he ° 
didnJ-b- inTOnt~Xt»j-Siar«-Char3^s- Wheatstone invented A lt. D 




^££2 ilLma 
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. m e th o d of have a -square T'^T &^’25 cells- in 

ftia.j 1," wfajgb you -Bteapfc ia- with a-key-word,- then fellow with. the rest -of ^ the 
uaased-lattere '<tf , -^he''ali>habe1:r' -*-<I -and- -JLare. Seated, - .as, the same- letter )t — &' 
you want to encipher "AT" the equivalent is "VR", by diagonals, and so on. 

Here is an example of how a message is enciphered. In those days /U^SJt^rhaet 



regarded as pretty hot stuff . In fact, an officer of the American Army 



Lieut. Maubor gne , ^w h^ ^^ve^<hLrea4y--aentioaed and who 

r later became Chief Signal Officer, -Mwjmi wrote a little 

, i*r cUA.^W^tU , 

treatise, published in 19 lk, in which he dealt with this- Iftayf air cipher system. 

- I Til — — - ■ r*m ww* 1 **^ 



Thn utitila rtf* his work iiv "An Advanced Problem in Cryptography". Today, our 



ov\ 



most elementary students are given things of that sort to solve after a few 



lessons . 



The British Army developed a cipher device In World War I, They had 



manufactured a great many of them, thousands in fact, and they proposed to 



the French and the Americans that all the Allies should use It for tactical 



communications ; but 



/ULoAevv*' '&o30 






So much for the 4 cipher- 

A 



cipher systems 



in World War I. Now, 



I*d like to say a few wards about the codes and code systems. A code is 



simply a sort of dictionary in which the words, phrases and sentences are /ut^cxftJL 

om. 

. u a p r es entable by arbitrary groups of letters or figures. Here''is~a page -from- 0 

a cxammaawiaA--coammiicatlan-- company* s codebook, - which they offer to their 



r. You'll notice_that-eaSh .of these code groups differs 



£r om^^ gery -other code group by at least two letters.' We call that "the 



l 1 - - li v> ■ 
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\two-letter differential." The - reas o n f or-.having such a- differential -is that 

y boim ft M l^B-Tagatt inr-bransmiss i oiiv l “ l>u l' ^ 33g"'rHce'llhood rTf-T^ing -inro 

/ ^c?gogBN^ g^ he ''q am e--group -ia -not nearly as-great-w making a single era Qfc» — The. 

/ 

2-letter differential affords methods of readily correcting / group if it has 

' \ / 
a single error, in it; with a hit more trouble 2-letter errors can also he 

. Now, c< 




corrected. Now, "bode hooks are compiled js&'i b e ■ eu ited- ta general - a aeafecn*' 

ldnd s.--<if iggneral i.zfficb aa *in/ -general, „tea4e- ~6>r ~ v&ppi t n g^' 

C3CBX 



* 

A 



7 nri» j—er a-code-f^T' the A^utomotive_ industry r -^n^-'ao o»f*4feey get wide-’ddstrihuhien 
3KX3C 

^ \ i *■ 

by purchase.. But ■ cedes 'nay, als o be highly specialized in 'character, as in the case 




) ^ of the one I show in the next hlide. 

asjgaQ&acbdffl BdraBOdetx You know, thVre are certain people who believe firmly and 



implicitly in the power of healing by suggestion, and here is a picture of a 

pradt loner 

code hook put out by a ga»ttaa «anri«g«BKa»qMPB^ in that field, a 

_ W f \ ^ 

code that is^ in English and N French, jtt sf * e ^Lear ^thatr ■|he purpose of it is 
• - / ^ 

<s 8 xBK 2 samw$ to be able to receive treatment yauagac by your mm practitioner 

/ 



are 



J* 




no matter where you/or he mx. Thus, if you should, go away on a trip and want 



to consult your practitioner, you can send him a message and tell him what 

I rather \ 

you are suffering from, or, afianam, what you think you are suffering from. 

/ \ 

You would simply represent your illness, or alleged illness, by the code 

/ \ 

f professional 

group corresponding to your malaise. Now, note that the j^KttP&nen'Vho got up 

/ \ 

this code was pretty well versed in the intricacies of code good communication. 

./ \ 

# V 

difficulties, because these code groups differ by at least three letters. 

/ 

The reason for this extra precaution is, of course, clear: It would be a 









xumaa ■ 



pretty serious thing you sent a ^jadssage telling blip. thg.ir*3?ou thixdc K you are 
K i \ ^ ^ . ,L, . i *<" ^ 

..: iff itw'1 I - 

fr 5m .aam^bwW 



-X^L- 



suffering fr5m ^e^»y t 

CUaA* 

^he unfortunately gives you the treajyaeSt for 



/' 



That wotCLd he 




pnetty tough! 



Prior to World War I the use of code hooks for tactical purposes was 

^ CA^tuJve. 

thought to he impracticable, largely because of the^difficulties of compiling, 

A»<' Cerv^iiilMdE^^ W. tcv<\$PxC, 

reproducing^ distributing an d y r e * e e % ing'H^ b o o k s . I don*t"hnink they « 

thought too much about the possibilities of solving code. Early in 1916 the 

Germans began to use small field codes, and the Allies soon followed suit. 

I had some slides to show you pictures of pages of the code books of the 

various belligerents, but I will omit them and say that I also have brought 

exhibits of such books an were actually used for the purpose . •Those- who would 

like— tO 1 see what they- were like' are welcome to come up after this talk and 

■£,] aMamine^-them. The only slide that I will show is one that will give you a 

unpreparedness 

picture of the American Army's iasasbacqptacay in World War I for ^ede communications* 

This is authentic— I didn't make it up — because I found it in the records when 
I closed our office in the AEF in April 1919* It’s a code gotten out hy the 
52nd Infantry Brigade, dated IT April 1918 , and it is what we may call "the 
baseball code". If you wanted to say "killed", you said "struck out"j"wounded" 

* * w ■» 

was represented by "hit by pitched ball", and so forth — very elementary. 

a 

■» » -. a 

*■ * 

xBgKg xk a o dti B K:x niwsaB ii |^ jex«tekodxxkgxgKg h a ^ ^ 
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In all I've said thus far about our World War I crypto-communications 

there's been little or nothing said about our high-command ones, messages 

*3iVu Awm£«X Ctw-Cm. 

between General Pershing and Washington, for instance. ^ d Ad . - mention tHe War *3 

Department Telegraph Code of 1915 , .which- -we "had- when we entered, the war _,as- 



QcJaeiiTgerent. C it is with some sadness but also some amusement that I tell 



you that soon after we joined the British they told us, with as much delicacy 

as you may imagine the situation required, that code wasn't at all safe.- 

cJbtnX aJUnjC&j 

You don't have to wonder very much the implications of such ^ notice- 



* - a i j 
-A* 



oun-AuthoritieB'Tnanifested^e»<greart/-«ebQni£ 



r^etuthe 



tiaet-i 



5I«h brought us into»-the~wBa r o n-- - their side-. 



steps were taken right quickly to produce » new aad-mueh safer codejf 



for the War Department and high command use# 



'for -military' 



k It was also about this time 



that our Navy began to improve its communication 
A 



y adopting a cipher <J& i/WX* 



which went under the curious and almost movie -like title of the NCB — the 



’ O. (X ' 

3>*9 Navy Cipher Box. It was ^-•eert^cJpetrip. e ipher -* eye tem ; ind 

of— it-» „ Q O 



ive-a-p^turV^ 



I don't know what our State Department communication security was like 



CrQd. 



in those days but I have my suspicions. The leag tradition of -secrecy and 



secret diplomacy wasn't our tradition — this was distinctly a European piece 



of skullduggery and we hwi -and- wanted 



no part in It. Maybe 



SWl <^>*4>v$y 
were 
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Si&gKS'iH 




And here is a good point at which to "bring to a close this first period. 

WftJ 11 „ront4-nHe--wrfch-- -g-bit ^more history -in -the next period- but- it -will be-deacocbed 
to -w a tc hing the ' de vgiopments - in a-direction "opened- •'ttp'^by' invgf rtTC flS HBAde^abotit 

tix- iiiuu x& wssr r arasrrr 











